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NETWORK PROTOCOLS

A Network Protocol is the standard that outlines characteristics of how two network devices communicates.

A Network Standard defines guidelines that specify:

· the way computers access the medium to which they are attached;

· the type(s) of medium used

· the speed used on different types of network;

· the type(s) of physical cable and/or wireless technology used.
A protocol may define data format, coding schemes, error handling and sequence techniques.
The network communication protocols that will be focused on are:

1. Transmission Control Protocol/Internet Protocol (TCP/IP)

2. File Transfer Protocol (FTP)

3. HyperText Transfer Protocol (HTTP)

4. HyperText transfer Protocol Secure Socket Layer (HTTPS)

5. IEEE802.11a/b (Wi-Fi)

6. IEEE802.16g (WIMAX)

7. Voice Over Internet Protocol (VoIP)

Transmission Control Protocol/Internet Protocol (TCP/IP)

· This protocol defines how messages (data) routed from one end of a network to the other, ensuring the data arrives correctly.
· TCP/IP describes rules for:

·  dividing messages into small pieces, called packets; 
· providing addresses for each packet; 
· checking for and detecting errors; 
· sequencing packets; 
· and regulating the flow of messages along the network.
· TCP/IP has been adopted as a network standard for Internet communication.  Therefore, all hosts on the Internet follow the rules defined in this standard.

· When a computer sends data over the Internet, the data is divided into packets.  Each packet contains the data, as well as the recipient (destination), the origin (sender), and the sequence information used to reassemble the data at the destination.  This is known as packet switching.

File Transfer Protocol (FTP)

· This is an Internet standard that permits file uploading and downloading (transferring) with other computers on the Internet.
· Uploading is the opposite of downloading; that is, uploading, is the process of transferring documents, graphics, and other objects from you computer to a server on the Internet.  Web Page Authors, use FTP to upload their Web pages to a Web server.
· Many operating systems include FTP capabilities.  If your program does not, you can download FTP programs from the Web, usually for a small fee.
· The FTP server is a computer that allows users to upload and/or download files using FTP.  

· An FTP site is a collection of files including text, graphics, audio clips, video clips, and program files that resides on the FTP server.  

· Many FTP sites have anonymous FTP, whereby anyone can transfer some, if not all, available files.   Some FTP sites restrict file transfers to those who have authorised accounts on the FTP server.

HyperText Transfer Protocol (HTTP)

· This is a set of rules that defines how pages are transferred over the Internet.
· The Hypertext Transfer Protocol (HTTP) is an Application Layer Protocol for distributed, collaborative, hypermedia information systems.
· "Hyper-Text Transfer Protocol" is the underlying protocol used by the World Wide Web. HTTP defines how messages are formatted and transmitted, and what actions Web servers and browsers should take in response to various commands. For example, when you enter a URL in your browser, this actually sends an HTTP command to the Web server directing it to fetch and transmit the requested Web page.
· HTTP is called a stateless protocol because each command is executed independently, without any knowledge of the commands that came before it.
· HTTP is an application layer network protocol built on top of TCP.  HTTP clients (such as Web browsers) and servers communicate via HTTP request and response messages.

HyperText transfer Protocol Secure Socket Layer (HTTPS)

· HTTPS is a secure means of transferring data using the HTTP protocol.
· Typically HTTP and HTTPS data is sent over TCP/IP port.   If you are at a secure site, you will notice that there is a closed lock icon on the bottom area of your Navigator or IE browser.
· The Secure Socket Layer (SSL) provides encryption of all data that passes between a client and an Internet server.

· SSL requires that the client have a digital certificate.  A webserver operator must get a digital certificate from a third-party certificate provider that ensures that the webserver in question is valid. This certificate gets installed on the webserver, and verifies for a period of a year that that server is a proper secure server.

· Once the server has a digital certificate, the web browser communicates securely with the client.

· This standard was developed by Netscape for secure transactions, and uses 40-bit encryption ("weak" encryption) or 128-bit ("strong" encryption). 
IEEE802.11a/b (Wi-Fi)
· These are series of network standards that specifies how two wireless devices communicate over air with each other.
· When using the 802.11 standard, computers or devices that have the appropriate wireless capability communicate via radio waves with other computers or devices.

· The 802.11a has a transfer rate is up to 54 Mbps, while the 802.11b has a transfer rate of 11 Mbps.

· The 802.11 standard often is called the wireless Ethernet standard because it uses techniques similar to the Ethernet standard to specify how physically to configure a wireless network.  Thus 802.11 networks can easily be integrated with wired Ethernet networks.
· When an 802.11 network accesses the Internet, it works in conjunction with the TCP/IP network standard.

· The term Wi-Fi (Wireless Fidelity) indentifies any network based on the 802.11 series of standards.  Wi-Fi certified products are guaranteed to be able to communicate with each other.  Windows Vista and Windows Mobile include support for Wi-Fi.

· One popular use of Wi-Fi network standard is in hot spots, that offer mobile users the ability to connect to the Internet with their wireless computers and devices.

· Many homes and businesses also use Wi-Fi to network computers and devices wirelessly.  In open and outdoor areas free from interference, the computers or devices should be within 300feet of each other.  In closed areas, the wireless network range is about 100 feet.  

IEEE802.16g (WiMAX)

· WiMAX stands for Worldwide Interoperability for Microwave Access.
· This is a newer network standard developed by IEEE that specifies how wireless devices communicate over the air in a wide area.

· Using WiMAX standard, computers or devices with appropriate WiMAX wireless capability communicate via radio waves with other computers or devices via a WiMAX tower.  The WiMAX tower, which can cover up to a 30-mile radius, connects to the Internet or to another WiMAX tower.
· The WiMAX standard provides wireless broadband Internet Access at a reasonable cost over long distances to home and business users.  
· The main problems with broadband access are that it is pretty expensive and it doesn't reach all areas. The main problem with WiFi access is that hot spots are very small, so coverage is sparse.
· It is predicted that WiMAX service will eventually surpass other broadband Internet access services such as DSL and cable because it can reach rural and remote area easily and inexpensively.
· WiMAX provides the following:

· The high speed of broadband service.  WiMAX has the potential to do to broadband Internet access what cell phones have done to phone access.
· Wireless rather than wired access, so it would be a lot less expensive than cable or DSL and much easier to extend to suburban and rural areas.  In the same way that many people have given up their "land lines" in favor of cell phones, WiMAX could replace cable and DSL services, providing universal Internet access just about anywhere you go.
· Broad coverage like the cell phone network instead of small WiFi hotspots.  WiMAX will also be as painless as WiFi -- turning your computer on will automatically connect you to the closest available WiMAX antenna.


Voice Over Internet Protocol (VoIP)

· This is a technology that allows users to speak with other users over the Internet.
· It is called Internet telephony.
· Characteristics of VoIP:

· Connection  -  Unlike a traditional phone that uses a landline, VoIP uses the Internet to place and route calls to a destination. 

· Data - VoIP converts voice information into data packets, similar to the packets used to download files on the Internet. 

· Physical Equipment - The physical equipment for a VoIP line is simple. All that is required is a computer and a server. Some more powerful services such as landline replacement companies also require a special modem. 

· Pricing - The price of VoIP phone plans are usually much cheaper then landline phones, with some plans charging $20 a month for unlimited local and long distance. 

· Pros and Cons - VoIP is much cheaper and offers the same features as landline phones. But there is always the chance of someone listening in by tapping into the data packets and that your phone depends on your connection to the Internet as well. 
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