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INTRODUCTION
· Protection is strictly an internal problem, where the focus is on providing controlled access to programs and data stored in the computer system.  Security, on the other hand, requires not only an adequate protection system, but also consideration of an external environment within which the system operates.

· Internal protection is not useful if the operator’s console is exposed to unauthorised personnel, or if files can simply be removed from the computer system and taken to a system with no protection.
· The information stored in the system (both data and code), as well as, the physical resources of the computer system, need to be protected from unauthorised access, malicious destruction or alteration, and accidental introduction of inconsistency.
THE SECURITY PROBLEM

A system is said to be secure if its resources are utilised and accessed as intended under all circumstances.
· Unfortunately, it is generally impossible to achieve total security.  Nevertheless, mechanisms must be available to make security breaches a rare occurrence, rather than the norm.


· Absolute protection of the system from malicious abuse is not possible, but the cost to the perpetrator can be made sufficiently high to deter most if not all attempts to access, without proper authority, the information residing in the system.
TWO LEVELS OF SECURITY MEASURES
Physical
The site or sites containing the computer systems must be physically secured against armed or secret entry by intruders.
Human 
users must be authorised carefully to reduce the chance of any such user giving access to an intruder in exchange for bribe or other favours.

Security at both levels must be maintained to ensure operating system security.  A weakness at a high level of security (physical or human) allows the evading of strict low-level (operating system) security measures.

Security at the Operating System level

Security at the Operating System level is implemented at several levels ranging from password for access to the system to the isolation of concurrent processes running on the system.  The file system also provides some degree of protection.
The areas of security to be focused on are:

1. Authentication using User IDs, Passwords, and Lock-words

2. Access control list

3. File Encryption

4. File compression

5. Activity logs

Authentication using User IDs, Passwords and lockwords
· A major security problem for operating systems is the authentication problem.
· The protection system depends on an ability to identify the processes and programs that are executing.  This ability, in turn, eventually rest on our power to identify each user of the system.
· A user normally identifies him/herself.  How do we determine if a user’s identity is authentic?  Generally, authentication is based on some combination of three set of items:
· User possession (key or cards)

· User knowledge (a user identifier and password)

· User attribute (finger print, retina pattern or signature)
· The most common approach to authenticating a user identity is the use of user passwords.  When the user identifies herself by user-id or account name, she is asked for a password.  
· If the user-supplied password matches the password stored in the system, the system assumes that the user is legitimate.

· Passwords are often used to protect objects in the computer system, in the absence of more complete protection schemes.  A password could be associated with each resource (such as a file).  Whenever a request is made to use the resource, the password must be given.  If the password is correct, access is granted.   For example, different passwords can be used for reading, appending, and updating a file.  This is known as lockwords.
Lockwords act as passwords for files, providing additional security beyond those provided by capabilities and file access restrictions.  If a file has a lockword, you must supply it before you can access that file.
	Advantage of using passwords
	Disadvantages of using passwords

	· They are easy to understand and use.
	· Difficulty in keeping passwords secret.
· Passwords can be compromised by being guessed, accidentally exposed, or illegally transferred from an authorised user to an unauthorised one.


· Passwords can be either system generated or user-selected.  System-generated passwords may be difficult to remember, and thus may be commonly written down.  User-selected passwords, however, are often easy to guess (the user’s favourite name or car).  At some sites, administrators occasionally check user passwords and notify the users if the password is too short or easy to guess (this can now be on by the system).  
· Some systems are age passwords, forcing users to change them at regular intervals.  This method is not foolproof either, since users may easily toggle between passwords.
ACCESS CONTROL LIST

· An access control list is a list of access control entries.
· Each entry in the list identifies a user and specifies the access rights allowed, denied, or audited for that user. 
· The security descriptor for a securable object can contain two types of access control lists:
·  a Discretionary access control list (DACL) and
·  a System Access Control List (SACL).

· A discretionary access control list (DACL) identifies the users that are allowed or denied access to a securable object. When a process tries to access a securable object, the system checks the Access Control Entries in the object's DACL to determine whether to grant access to it. If the object does not have a DACL, the system grants full access to everyone. If the object's DACL has no ACEs, the system denies all attempts to access the object because the DACL does not allow any access rights. The system checks the ACEs in sequence until it finds one or more ACEs that allow all the requested access rights, or until any of the requested access rights are denied.      
· A system access control list (SACL) enables administrators to log attempts to access a secured object. Each ACE specifies the types of access attempts by a specified trustee that cause the system to generate a record in the security event log. An ACE in a SACL can generate audit records.
Activity Logs
The security of a system can be improved by two management techniques.  The system can check for suspicious patterns of activity in an attempt to detect a security violation.  This is known as threat monitoring.   A common example is counting the number of incorrect passwords given when a user is trying to log in.  More than a few incorrect attempts may signal an attempt to guess a password.
The technique of activity logging simply records the time, user, and type of all accesses to an object.  After security has been violated, the activity log can be used to determine how and when the problem occurred and perhaps the amount of damage done.  This information can be useful, both for recovery from the violation and possibly, in the development of better security measures to prevent future problems.  Unfortunately, it can become large, and logging uses systems resources which are then available to the users.
FILE ENCRYPTION

The various provisions that an operating system may make for authorization may not offer sufficient protection for highly sensitive data.  Moreover, as computer networks gain popularity, more sensitive (classified) information is being transmitted over channels where eavesdropping and message interception are possible.  To keep such sensitive information secure, we need mechanisms to allow a user to protect data transfer over the network.
Encryption is one common method of protecting information transmitted over unreliable links.  The basic mechanism works as follows:

1. The information (text) is encrypted (encoded) from its initial readable form (called clear text), to an internal form (called cipher text).  This internal text form, although readable, does not make any sense.
2. The cipher text can be stored in a readable file, or transmitted over unprotected channels.
3. To make sense of the cipher text, the receiver must decrypt (decode) it back into clear text.

Even if the encrypted information is accessed by an authorised person, it will be useless unless it can be decoded.  The main issue is the development of encryption schemes that are impossible to break.

FILE COMPRESSION

· In computer science, data compression or source coding is the process of encoding information using fewer bits than an un-encoded representation would use, through use of specific encoding schemes.

· As with any communication, compressed data communication only works when both the sender and receiver of the information understand the encoding scheme. For example, this text makes sense only if the receiver understands that it is intended to be interpreted as characters representing the English language. Similarly, compressed data can only be understood if the decoding method is known by the receiver.

· Compression is useful because it helps reduce the consumption of expensive resources, such as hard disk space or transmission bandwidth. On the downside, compressed data must be decompressed to be used, and this extra processing may be detrimental to some applications. For instance, a compression scheme for video may require expensive hardware for the video to be decompressed fast enough to be viewed as it is being decompressed (the option of decompressing the video in full before watching it may be inconvenient, and requires storage space for the decompressed video). The design of data compression schemes therefore involves trade-offs among various factors, including the degree of compression, the amount of distortion introduced (if using a lossy compression scheme), and the computational resources required to compress and uncompress the data.
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